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XBRL - FINANCIAL AND PERFORMANCE
REPORTING AubDio CONFERENCE FROM
2:00 pm 1O 4:00 PMm AT THE OFFICE
OoF THE STATE COMPTROLLER

FeBruARrY 5, 2009
THE FuTurE oF AupITING CONFERENCE

FrRoM 1:30 pm TO 4:30 PMm AT THE HoLIDAY
INN, 205 WoLF Roap, ALeany, NY

FeEBruArY 11, 2009
FrRAUD Risk ASSESSMENT Aubio
CONFERENCE FROM 2:00 PM TO
4:00 pm AT THE OFFICE OF THE STATE
COMPTROLLER AND THE DEPARTMENT OF
TRANSPORTATION

MarcH 16-18, 2009

ExpPeERIENCE THE CONFERENCE THAT
Counts 2009 at THE HoLibay
INN, 205 WoLF Roabp, ALeany, NY

REsERvVATIONS: ONLINE AT
WWW.AGANYCAP.ORG OR CONTACT
REGISTRAR(@AGANYCAP.ORG
NoO-SHOWS WILL BE BILLED THE

FULL COST OF THE EVENT.
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Reporting on Internal Control:
How Much Is Too Much?

by Harold I. Steinberg, CGFM, CPA, Technical Consultant,
AGA Certipcate of Excellence in Accountability Reporing Program

AGA recently evaluated a pilot program
by the U.S. Ofpce of Management and
Budget (OMB) that gave agencies the
opportunity to present financial and
performance information in a different
way. Rather than a lengthy Performance
and Accountability Report, or PAR,
OMB offered an alternative: an Agency
Financial Report, Annual Performance
Report and Highlights Report. These
three reports would replace the agency
PARs, which are usually quite lengthy
and take up considerable time and
resources.

During that process, AGA looked at the
pilot programds emphasis on reporting
on internal control, and concluded that it
might be time for a change. Is it time to
rescind the requirement for the separate
evaluation and report on internal control
over financial reporting, and instead
emphasize internal control over program
and administrative activities?

Agenciesimanagement has been required
since 1983 to evaluate and report on the
agencyds internal control. This work has
been performed with varying degrees
of quality. Following the enactment of
the Sarbanes-Oxley Act in 2002, OMB
overlaid the existing requirement with
an additional requirement for a separate
report on internal control over pnancial
reporting. Since agenciesd managements
were, to at least some degree, already
evaluating and reporting on internal
control over pnancial reporting as part
of their reports on internal control, plus
the auditors were evaluating internal

control over pnancial reporting in order
to conduct the pnancial audits, agencies
were reporting twice, and sometimes
thrice, the same weaknesses in internal
control.

The resulting confusion was perhaps one
of the reasons a requirement was added
to include tables that listed by name the
material weaknesses reported under the
three separate evaluations, and to assure
that the name for each weakness was
short and consistent. These tables were
to be included in the PARs and the FY
2007 pilot programds Annual Financial
Reports.

The duplication inherent in requiring a
separate evaluation and report on internal
control over pnancial reporting appears to
be not worth the effort, particularly when
the pnancial management community is
faced with other emerging requirements
and shrinking personnel resources. In
other words, the goal of requiring a
separate evaluation and report of internal
control over pnancial reporting apparently
has been achieved. Management has
documented the systems plus the manner
in which they are evaluated.

Also, the need to focus on internal
control over pnancial reporting detracts
from the attention the agencies should
be devoting to internal control over other
areas that are likely to be more signipcant
to Congress and the public, for example,
benept payment systems, procurement
and grants data systems, and potential
conyicts of interest.
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Presidentss
Message

from
Amanda Zibella

Happy New Year!! | believe we are all welcoming the new year with renewed
energy and hoping for a better 2009. In a matter of days, we will once again
witness a piece of history with a new President leading us in a new direction
of change.

We are now six months into our program year and going strong. Hereds a brief
review of our headlines from our last newsletter. Our education committee
was busy as usual. We have had good attendance to the AGA Nationalfs audio
conferences. Also, we had a good turnout for our annual Fraud Conference
in November co-sponsored by the local chapters of AGA, 1A and ACFE.
The two day event continued to offer great topics at a reasonable price. Over
the two day event, we had approximately 200 attendees and offered up to
16 CPE®s. Once again, the community service event during the conference
was to benept the Northeastern Regional Food Bank. We raised $800 to be
donated a most deserving organization.

The Community Service committee also participated in Project Equinox
during the week of Thanksgiving to help prepare the thousands of pounds of
food for those less fortunate. Also during the Holiday Luncheon, co-sponsored
by the local chapters of AGA, 1IA, ACFE and ISACA, we raised $500 dur-
ing the rafyye which was donated to the Capital Region American Diabetes
Association. Thank you to everyone who has helped the community service
events to be a great success.

Now we look ahead to 2009.

January brought the second part of our new Government Finance Series on
Developing a Robust Fraud Prevention Program presented by Roz Watrobski
and Beverly Jones from the NYS Ofpce of State Comptroller. It was held
on January 8" and it was an excellent presentation and discussion with the
group. January 21% brings the next AGA National audio conference on How
XBRL Can Enable Improved Financial and Performance Based Reporting
which will be held at OSC at 110 State Street.

February also brings a new seminar on the 5%, The Future of Auditing. It will
be an afternoon of lively discussions from various experts from Federal, State,
and Local Governments, private industry as well as academia. There will be
a moderator and ample time to ask questions that you may have to our pve
panelists. This is one not to miss. In addition, there will be two audio confer-
ences in February than previously noted in our program guide. The one on
the 11™ will be Building Fraud Risk Assessments Into Audit Planning. The
second audio conference will be on the 25™. This new one will address Cost
Recovery Auditing with a High Payback. Both of these audio conferences
will be held at OSC and DOT.

Continued on page 11.
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Reducing Data Breaches

by Corey Harrell, Network Security Unit, New York State Ofpce of the State Comptroller

Ités 6:00 p.m.; do you know if your companyds data is secure?
Every week we see the headlines about data breaches. The
Identity Theft Resource Center reported that data breaches
for the prst half of 2008 was 69 percent greater than the same
time period in 2007. However, the actual number of breaches
is most likely greater due to breaches being unreported or
undetected. This shows that people are compromising data
at an increasing rate because many organizations arendt
successfully protecting their data.

Unfortunately, too often data protection weaknesses are
identiped too late. Conducting security reviews could help
prevent this, as well as allow management to know how
effective their security is and help identify any unknown
risks to data before it is compromised. This crucial step
in security management could have altered the July 2008
headline of Coloradods DMV exposing 3.4 million records
containing personal data. As reported by the Colorado Ofpce
of the State Auditor, this data breach occurred because the
agency was transmitting the data over the Internet without
encryption and did not limit employee access to one of its
databases. (Symanski, 2008)

I work in the Network Security Unit in the New York
Ofpce of the State Comptroller and we evaluate the security
management programs in State and local government
organizations. These evaluations are intended to identify risks
to the network so they can be minimized, thereby reducing the
chance of unauthorized access, modipcation, or deletion of
agency data. One of the methods we use for security reviews
has six key steps.

1. Perform a security assessment on the organization
including their information technology resources.

2. Examine the capability of computers to connect to
resources that store data.

3. Evaluate the permissions on folders and files.
These will dictate whether a user can access the
information.

4. Examine the rights that have been granted to users on
the resources that store data.

5. Examine the procedures for reviewing system logs
containing security events. These events will show
what people have been doing on the network.

6. Perform acheck for data leakage on the network. Data
leakage occurs when ples are stored in unauthorized
locations on the network.

Step 1: Performing a security assessment, is the most
important because it identipes weak points and determines
how major they are. This step can be thought of as trying to
bnd the links referred to in the saying 6'You are only as strong
as your weakest linkd. One weak link will allow someone
to bypass all of the other existing security controls. The
assessment is performed on the entire organization and covers
the security management program. \We review organizational
structure, policies, procedures, physical security, information
technology resources, and the network design. There are
numerous methods and guidelines that the assessment can
be based on. A few of them are the National Institute of
Standards and Technology guide SP800-53A Guide for
Assessing the Security Controls in Federal Information
Systems, National Security Agency Information Assessment
Methodology and Information Evaluation Methodology, or
the Open Source Security Testing Methodology Manual.
To illustrate the signipcance of this step, the following are
pndings from audits we do:

A Ontwo separate audits, we identiped that the agencies
did not document or enforce a strong password policy
which resulted in users having weak passwords.
The password policy is what dictates the length of
passwords, types of characters used, and how often
passwords must be changed. In both audits, we
guessed the password of an administrator account.
Using this account, we obtained all of the usersd
passwords for one agency and a majority of the usersd
passwords for the other. The end result was that we had
complete control over every system and application
in the agencies, including their data.

A Onanother audit, an agency thought all of the software
on their computers was up-to-date but never veriped
it by doing a vulnerability scan of its computers.
A vulnerability scan will identify weaknesses in a
computer including if the installed software is up-
to-date. We identiped a ple server that was missing
updates and ran exploit code against it. Exploit code
is a program that takes advantage of a weakness
in a system. We gained complete control over the
server which contained sensitive agency data. This
weakness was present in numerous other critical
servers including their email server and two servers
that stored all of their user accounts and passwords.
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Step 2: Examine the capability of computers to connect to
resources that store data. This step is the electronic equivalent
of someone being able to walk up to a house and check to
see if there are any doors unlocked or windows open. This
can be done at the majority of residences because they lack
the boundaries that would keep people out. However, at an
FBI building this would be very difpcult to do because one
would have to get by fences around the property, the barrier
at the external gate, cameras, and possibly an armed guard.
The capability of computers to connect to resources should
follow the model of the FBI. This would restrict the ability
of anyone external to the organization or curious employees
from trying to gain access to resources without having
proper authorization to do so. This ability can be veriped by
reviewing the network design and the access lists on network
devices. An access list says who is allowed or denied access
to a section of the network. The following is a pnding from
an audit we did:

A Anagency intended to provide internal network access
to a third party, which was supposed to be limited to
one application on one computer. The agency had
a vendor conpgure their prewall for that access but
never veriped the change that was made. We found that
the prewall was granting unrestricted access to a large
portion of the third partyfs network. Nearly 17 million
addresses were being allowed access to the agencybs
whole internal network using any application. This
means that any device in that address space could have
found the open systems, which contained sensitive
data. This is the equivalent of having complete trust
in a townds local government. The trust allows anyone
that is in the townshipds 17 million addresses to freely
check your house to see if there are unlocked doors
and open windows. Consider what would happen if
you forgot to lock a few windows to the rooms that
had expensive jewelry in plain sight.

Step 3: Examine permissions on folders and files.
Permissions dictate who has access to the data and what
they can do with it. The permissions should be conpgured
so that users can only do what is required in order for them
to do their job. To illustrate, a Human Resource employee
should have the ability to update an employee database but
not the ability to delete the entire database. The following is
a pnding from an audit we did:

A We identiped that non-clinical employees, such as a
maintenance worker, had the ability to access patientsd
medical information. This access was allowed even
though there was no business need for the staff to have
access to the information. This happened because the
personds user account was put in a group that had
access to the data.

Step 4: Examine the rights that have been granted to users on
the computers that store the data. These rights determine what
a user can do on a computer such as installing software or
creating new user accounts. This can be checked on a system
by reviewing the computerds security policy and the setup
of the user groups on the network. Similar to permissions,
user rights should be conpgured so that users can only do
what is required in order for them to perform their job. The
Human Resource employee should only have the rights of
a basic user instead of having the rights of an administrator
on the system. Here is an audit that demonstrated the risks
associated with granting excessive rights to users:

A Employees were given administrator rights to their
workstations to allow an older application to run.
Other ways to get the application to run without
giving users administrator rights were never explored.
This gave the employees complete control of their
computers. Not only could employees gain access
and modify all of the data on their computers but they
could use those rights to gain access to other systems.
We demonstrated this ability on a pnance employeeds
workstation. Using administrative rights, we were
able to extract and reveal the stored passwords on
the computer. The passwords we obtained belonged
to other pnance employees, information technology
staff, and the Director of the pnance department. These
passwords could have been used to access and take
control of other systems including the data stored on
them.

Step 5: Examine the procedures for reviewing system logs
containing security events. These events will show what
people have been doing on the network such as accessing
ples and computers. They assist in detecting attacks against
the network and identifying that a data breach occurred.
Events were present in the log ples in eighty-two percent of
Verizonds case study of approximately 500 data breaches.
(Baker, Hylender, & Valentine, 2008) However, the events
generated by the attacks were not noticed or acted upon by
managers due to ineffective procedures. (Baker, Hylender,
& Valentine, 2008) A few agencies wefve audited had poor
log management procedures. For the most part, they did not
detect the attacks auditors were doing unless a system was
adversely affected. Nor did they detect when we accessed
sensitive data. This means that these agencies would not
notice if a data breach occurred and sensitive information
was accessed.

Step 6: Check for data leakage on the network. Data leakage
is when information is stored in locations other then the
designated areas. Data leakage can pose a signipcant risk
because data could be present on a system that people are
unaware of. Data could be lost due to hardware failure or
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it could be exposed if the system is lost or stolen. Sixty-six
percent of the Verizon case study breaches involved data that
the organization did not even know existed on the system.
(Baker, Hylender, & Valentine, 2008) Securing data will
only be successful if it is being stored in a location that is
protected. Manual methods or software tools can be used to
check for data leakage on a network. The following is a data
leakage pnding in one of our audits:

A Using manual methods, we identiped two text ples on
a server that contained individualsi names and Social
Security Numbers. One of these ples had 12,000
lines of names and Social Security Numbers. Staff
was unaware that these ples existed on the server and
therefore no security controls had been put in place to
protect them. Anyone on the agency(s internal network
could have accessed this information without having
to be authorized to view it.

Management needs to ensure that there is a process in place
to review their data security and identify on-going risks.
This would allow staff to be aware of the risks they are
facing and take steps to lessen their potential impact. This
would be similar to our security audits that result in agencies
identifying weaknesses and making changes to strengthen
their security posture before a data breach occurs. This is a
lesson that the management of TJX probably learned after

they became a headline. Due to weak security, they had a
data breach of approximately 94 million debit and credit
cards. (Bosworth, 2007)

Security should not be an afterthought and applied like a
band-aid after something happens or outside auditors knock
on your door. It is a vital business process that should be
continually reviewed, tested, and improved upon. Then
maybe organizations could conpdently say they continue
to take steps to ensure there are effective controls in place
protecting company data. Until that day, tomorrowds headline
will allow us to look forward to getting another letter in the
mail saying our data was compromised.
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mome The Conference That Counts 2009
Whatds the Theme for This Groovy Training Event?

This mash-up picture shows the amazing Mr. Met on the moon
wearing a tie-die T-shirt and a peace medallian playing Jimi
Hendrixds guitar with a dove on the neck.

The Conference That Counts (TCTC) 2009 will be remembering
the 40" anniversary of 1969 and all of the amazing events that
occured that year. For example, 1969 saw man prst step foot
on the moon, the underdog New York Mets and Jets won their
respective sports championship games, and there were three days
of peace and music in Bethel, NY at the Woodstock Music and
Arts Fair. The three training tracks are accordingly themed for
technology, sports, and entertainment. Donét be out of sight at
this outta sight training conference. All of you geeks, jocks and
hippies should plan to take your muscle cars to this historical
event. Even AICPA Chairman Ernest Almonte is coming!

Mark your calendars and save the date for TCTC 2009. It is
March 16-18, 2009 at the Holiday Inn, 205 Wolf Road, Albany,
NY.

Get your electronic copy of program brochure on our website:
WWWw.aganycap.org.
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From the National President
by Samuel T. Mok, CGFM, CIA, CICA

January marks the midpoint of my term as
AGAGs National President. 1 am only serving
an 11-month term because of the PDC dates
set years ago by the National Offpce staff.
Given the contracted length of my term,
my focus has always been on quality over
quantity. As you will probably agree, good
perfume usually comes in tiny bottles.

These past pve months as your president have been like
watching a foreign art plm on fast forward. | am pnally
getting accustomed to the accent, the nuances and the
unfamiliar story setting. Still, I am occasionally surprised by
the developments unfolding before my eyes. | am working
on anticipating and adapting to these unexpected plot twists,
rather than just trying to keep up with the ostoryline.6

Since September, | have raised many issues in this TOPICS
column. | expressed my concern over the lack of a validated
executive director succession plan, the need for enhanced
internal control documentation for the National Ofpce pnance
operation, the consequences of not formally institutionalizing
the governance protocol between the elected National
President and the executive director and his executive
staff, and the clear demarcation of the responsibilities and
accountability of the National President. Additionally, a
number of Past National Presidents expressed concern over
the National President nomination process, the role of the
executive director in that process, and the appearance that
Corporate Partner members are calling the shots at AGA
conferences. | want to take this opportunity to submit to you
a mid-term report on the status of these challenges.

1. Executive Director Succession PlanAl give myself
a red on the development of an executive director
succession plan. Understanding and addressing this
issue has proven to be much more complicated than |
originally anticipated. However, | expect to make good
progress within the next three months with the continued
help of our current executive director. | am committed
to resolving this matter before | leave ofpce in June.

2. Enhanced National Office Finance Operations
Internal Control Documentationl give myself
a yellow on progress but a green to the Finance and
Budget Committee for their work. | am watching this
carefully as it may slip to a red on both fronts next month
if anticipated progress is not made. | take comfort in
knowing that the committee chair Thad Juszczak and
the vice chair, National Treasurer-Elect Designate Mary

3.

Lechner, CGFM, are doing their best to push this along
with the very professional support by the AGAis CFO
Cristina Barbudo.

The Governance Protocol Al give myself a green on
governance protocol. | have organized a task force of
highly competent and dedicated AGA members who
have volunteered to work on this issue. The task force
is chaired by John Radford, CGFM, state controller for
Oregon. The members are Gwen Sykes, CGFM (CFO of
Yale University), Jeff Hart, CGFM (AGA Past National
President), Kelly Stefanko (City of Norfolk government)
and Dan Christovich (former Washington, D.C. chapter
president). | will add another member to this group in a
month. | have asked John Radford to present an outline
to the NEC during the February meeting and to have a
pnal proposal ready for NBD approval this June. All
members of this team have agreed to the schedule. I will
report on their progress each month.

The Responsibility and Accountability of the National
PresidentA| give myself a yellow on this subject. | have
discovered that being the National President of AGA
is somewhat like disco dancing. It is all free form and
requires that the dancer be relatively uninhibited. I also
found out quickly that my freedom to swing my arm
ends where the nose of the executive director begins.
The million-dollar question is: Where should my arm
end and the nose of the executive director begin? I plan
to have a proposal ready for the NEC/NBD by June.

The Nomination Process and the Role of the National
Executive Director in this Processfl give myself a
bright green on this subject. The NEC has accepted
the Nominating Committeeds selection of Lisa Casias,
deputy CFO, U.S. Department of Commerce, as
National President-Elect Designate. | applaud Chairman
Rick Fair, Immediate Past National President, and
his committee for their wisdom and judgment in this
decision. | am also happy to conprm that the current
nominating procedure for national ofpcers (including
the president) is independent and
impartial. In particular, | found no FEYer%
credible evidence that the executive &
director was exerting undue inyuence
over this process. No one came
forward with any evidence to the
contrary, despite my request for
such information. | now consider
this matter dealt with and closed.

I.#-u.1:.~mhip
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6. Corporate Partner membersd role in inyuencing
AGA national conferencesiil give myself a bright
green on this matter. While | regret to report that there
was some basis for concern in this area, | can now say
with conpdence that this problem has been dealt with
and resolved. | also want to emphasize that the situation
was not due to any malicious or wayward behavior on
the part of any CPAG members. My decision to examine
this matter was the result of concerns expressed to me
by a number of Past National Presidents.

The prst of the three principal problems was with the
designation of technical committee members, assigned
to organize and manage these conferences. In the past,
there has been no published or established procedure to
ensure the transparency of the committee appointment
process, or to guarantee diversity of representation
on these committees. The volunteer system was not
effective, because it resulted in an over-representation of
CPAG members. CPAG members generally have more
latitude and incentive to volunteer for these positions
than government employees.

Second, government employees who sit on conference
technical committees have a signipcantly lower rate
of participation at committee meetings than CPAG
members. This again may be due to the fact that CPAG
members do not have to use personal leave time in order
to fulpll committee obligations. Third, in the past, co
chairs have not been empowered explicitly to make
pnal approving decisions or veto technical committee
recommendations. | have changed the rules to address
all three issues. The February NLC and the June PDC
are operating under the new rules | established. |
believe compliance to these new rules will put those
past concerns to rest once and for all. NLC planning
has been completed, and the conference co-chairs have
made all pnal decisions on sessions, topics, speakers and
moderators.

7. The AGA Radio Programiil give myself, Dr. Van
Daniker and his staff, a green on this front. The program
was done on time, was within budget, and there was no
oblow backé from any quarters after the prst show was
aired. We are now working on the second show. Any

member who wishes to listen to the

prst show should contact the AGA

National Ofpce. I am currently

working with Dr. Van Daniker

and the Radio Program Task

Force to develop rational metrics

for measuring the success of this

endeavor. We want to ensure that
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the project accomplishes its intended objectives, and that
AGA funds are being used effectively.

8. The Executive Director Evaluation Planfil give Dr.
Van Daniker a green on this front and myself a yellow.
He submitted a proposal to me earlier this month, and
we will pnalize these plans by the end of January.

During the remaining months of my term, I plan to continue
work on the above issues, and will try my best to bring all of
them to a positive resolution by June. | will also take on two
more items starting this month: The creation of meaningful
performance metrics for AGA programs, and the utilization
of a business case approach to assist NEC (especially the
pnance and budget committee) in approving major AGA
funding/budget initiatives in the future.

AGA is amembership organization, and our members deserve
a voice in the decision-making process. | urge each of you
to take a heightened interest in how your elected national
leaders are serving you and how your money is being spent.
As dues-paying members of this 501(c)(3) organization, you
have the legal right to request copies of the organizationds
pnancial records and to question expenses incurred. The
pnancial statements are available to all AGA members from
the National Ofpce. Please take time to understand how your
money is being spent and feel free to direct any questions to
either the executive director or the National Treasurer, who
serves as chair of the Finance and Budget Committee.

If you remain silent, you have given us your consent to
conduct business as we see pt, and you will become an
accomplice to our mistakes. To keep AGA strong and
prosperous, it is your responsibility to ask questions, be vocal
and challenge decisions. As always, PLEASE do so in a civil
and professional way.

Happy New Year!

Sam

January/February 2009

AGA NEW YORK CAPITAL CHAPTER

Hooioobroogo



Accounting for Social Security, Medicare and Other Social Insurance

by Richard Fontenrose, CGFM, Assistant Director, Federal Accounting Standards Advisory Board

On November 17, 2008, the Federal
Accounting Standards Advisory Board
(FASAB) issued an exposure draft
(ED) regarding accounting for Social
Security, Medicare and other osocial
insurance6 programs titled Social
Insurance Accounting, Revised. Social
insurance comprises pve programs but
twofrSocial Security and Medicareii
are of special signipcance because of
the high rate of participation among
citizens, the pscal challenges related
to the programs, and the challenges
associated with incorporating estimates
of future cash yows of this magnitude
in pnancial statements.

Fundamental questions about social
insurance programs can be addressed
by pnancial reporting. The information
provided as a result of this proposed
standard should help users answer
questions about social insurance
commitments and the reasons these
commitments change over time.

From the outset of the social insurance
project, members have agreed on the
objectives of financial reporting for
social insurance programs but have
had different views about how best
to achieve the objectives. Members
have agreed that social insurance
information should be included in the
basic pnancial statements, should be
audited, and should be otransparent6if
that is, readily understandable to an
interested, non-expert reader. Members
also have agreed that the financial
report should highlight any long-
range pscal imbalances anticipated in
social insurance programs. Moreover,
all members have supported several
innovations. They have supported a new
basic statement presenting changes in
the amounts presented on the statement
of social insurance. All members have

supported new reporting on fiscal
sustainability in the consolidated
Financial Report of the United States
Government (CFR). However, they
have had different views about the
timing of the recognition of expense and
liability for social insurance programs
and about what should be reported on
certain pnancial statements.

Some members believe that an expense
is incurred and a liability arises for
social insurance programs during
the working lives of participants,
and that some portion of the benepts
accumulated at the balance sheet date
should be recognized as a liability.
Other members agree with Statement of
Federal Financial Accounting Standards
17, Accounting for Social Insurance that
an expense is incurred and a liability
arises for social insurance programs
when the participants have met all
eligibility requirements and the amount
is 0due and payable.6

The exposure draft represents a
compromise. The proposed standard
does not change the liability and
expense recognition and measurement
from SFFAS 17. It proposes enhanced
reporting but does not resolve the two
strongly held views regarding when
the obligating event occurs for social
insurance programs and, thus, when the
liability and expense depnitions are met
within those programs.

The proposed standard requires the
addition of the following information:

A Critical information about costs,
assets and liabilities, social
insurance commitments, budget
yows, and the Opscal gapd in
a section in managementis
discussion and analysis devoted
to pnancial statement analysis.

A A new line item representing the
closed group measure that would
be presented on the balance sheet
below assets, liabilities, and net
position and that would not be
included in the totals for these
classipcations.

A A new summary section for the
statement of social insurance
presenting the closed and open
group summary totals.

A A new basic pnancial statement
to present the reasons for changes
during the reporting period in the
closed group measure reported on
the statement of social insurance.

A Other information.

Thus, the standard proposes additional
key information not currently provided
and would link information from the
statement of social insurance to other
basic pnancial statements.

Six members have endorsed the
proposal presented in the ED. As with
all compromises, members have diverse
views. Five members are seeking
comments on an alternative view
regarding when the liability depnition
is met. Three members oppose certain
aspects of the proposal. They seek
comments on their alternative view.

What are your views? How should
Social Security, Medicare and other
social insurance be accounted for? Does
the compromise provide additional
useful information? What should the
balance sheet present as a liability?
Should there be a new, supplementary
balance sheet line item as described in
the exposure draft?

The ED requests comments by February
9, 2009. The ED is available at the
FASAB website.
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Chapter Recognition Program/ Second Quarter Results

by Ann Marsh, Chapter President-Elect

The Chapter Recognition Program (CRP) is a noncompetitive program recognizing a chapterds
performance to AGAGIs mission. The objective of the CRP is to support, encourage and promote the
accomplishments of each of the chapters. The CRP report covers the pscal year ending May 31 with
program credits tracked on a quarterly basis. The months for reporting the second quarter credits are
October, November, and December. Each of the sections has individual goals for that specipc program
area with a maximum amount of credits. Chapters are allowed to earn credits in excess of the maximum
amount.

After the completion of the CRP year, Chapter Presidents are recognized with a plaque at the Professional
Development Conference. There are four designations in which chapters are able to be recognized.

A A Bronze Chapter Designation is presented to a chapter who attains between 12,000 and
14,500 credits for the year.

A ASilver Chapter Designation is presented to a chapter who attains between 14,501 and 17,000
credits for the year.

A AGold Chapter Designation is a presented to a chapter who attains between 17,001 and 19,500
credits for the year.

A A Platinum Chapter Designation is presented to a chapter who attains between 19,501 and
22,000 credits for the year.

The New York Capital Chapter has had the fortune of receiving the Platinum Chapter Designation for
pve years in a row. All of the hard work from our ofpcers, directors and membership has paid off. At
the end of the second quarter, we have exceeded the Platinum Chapter Designation and are on our way
to passing last yearts points total of 47,925.

The second quarter is presented below as of December 31, 2008.

Credits Earned

2" Quarter YTD
Section 2008-2009
Chapter Leadership 2,925
Education 7,125
Certipcation 5,250
Communications 4,987
Membership 1,550
Early Career and Student Members 600
Community Service 2,800
Awards 12,950
Cumulative Total 38,187
January/February 2009 AGA NEW YORK CAPITAL CHAPTER
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What Will it Take to Be a Top CPA in 20107

from AccountingWEB.com

These days, a number of factors are combining to make Certiped
Public Accountants more valued in the current marketplace than
ever before - with even brighter prospects for the most qualiped
and skilled professionals in the foreseeable future.

Looking back, the number of accounting majors in major
universities fell steadily for more than 10 years following
the adoption of increased education requirements for CPA
candidates in the late 1980s. Upon implementation of the
Sarbanes-Oxley Act of 2002 - which increased the auditing
and pnancial reporting requirements on public companies -
practicing CPAs suddenly found themselves working beyond
full capacity while pelding increasingly persistent calls from
recruiters.

Now, with Baby Boomers set to begin leaving the workforce
in 2008, coupled with a decrease in the percentage of 25- to
34-year-old workers, we are on the verge of entering one of the
greatest ocandidate marketso of all time - especially as it relates
to pnancial professionals. Consider this: corporations have to
hire added CPAs for SOX maintenance and internal audit roles
at the same time Big Four prms are projected to increase stafpng
levels for similar functions by as much as 20 percent!

CPAs who work diligently in the coming years to master the
requisite skills and build out complementary new ones will
pnd themselves well positioned to benept both personally and
pnancially from expanded career options.

Among the prerequisites for every successful finance
professional are:

A Individual integrity
A Loyalty to the organization and mission
A Dedication to ongoing professional education

Given the increased civil and criminal penalties facing
companies and senior management today, embodying these
traits in carrying out everyday tasks is vital.

Having a fully-developed, professionally informed sense of right
from wrong, abiding by the core values of the organization, and
regularly working to further develop your skills as a counselor
and practitioner will begin to set you apart from your peers.

To help CPAs distinguish themselves in the marketplace,
Ajilon Finance has outlined the following four areas for CPAs
to improve their skills and eventually realize their full value
as a professional.

1. Hard Skills

Given the heightened regulatory environment in which we
operate, mastery over the hard skills of being a Certiped Public
Accountant is more important than ever before. While most top
CPAs consider these to be the minimal requirements of the job,
the core tasks include:

A Creating efpciencies across all accounting and pnance
functions

A Managing budgets, costs, and assets

A Maintaining accurate records

A Verifying pnancial results

These are the areas in which you can immediately add value
and build trust internally within your organization. The prst
responsibility is, of course, to bring reliability and thoroughness
to these disciplines. Given the disproportionate attention
these functions commanded over the past few years, simply
minimizing the amount of time required of senior management
to accounting and pnance matters will be a welcome relief.

The added ability to prioritize critical functions and deploy
the appropriate resources will also determine the level of
operational efpciency achieved. Demonstrating the ability to
meet all accounting and pnancial reporting requirements while
optimizing department resources will enhance your credibility
with senior management and grow your value within the
organization.

2. Soft Skills

Because of the heightened scrutiny from internal and external
audiences on accounting and pnance functions, the osoft skillsé
of communication and diplomacy increasingly play a key role
in distinguishing the truly high-functioning CPAs. To be a top
CPA in today(s business environment, you must have more than
just great analytical skills. Possessing polished skills in these
four areas will be a key differentiator:

Teamwork
Patience
Problem solving
Listening

Too Too T T

In fact, as you interact more closely with individuals outside
the accounting and pnance department, these skills will become
more important. Since CPAs are sometimes not as close to
the subject material, often they require claripcation on the
signipcance of certain processes or transactions from the simple
to the complex.
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3. Be a Mentor

Tomorrowds high-functioning CPA should also be a good
teacher. According to the study The Supply of Accounting
Graduates and Demand for Public Accounting Recruits - 2005
by the American Institute of Certiped Public Accountants, after
steady declines in the late 1990s total accounting enrollment
increased 19 percent from 2000 to 2004.

This means the next generation of CPAs is entering the
profession right now and individuals are in need of proper
guidance and support. The overall productivity of this group
will be largely determined by how they are trained, motivated,
and deployed by todayfs leaders. If you take on a mentorship
role within your organization, you will help position yourself
as a top CPA today and into the future.

4. Increasing Your Presence

Today, CPAs have more constituents than ever before. Itds
important to understand this and be sure to treat each of these
audiences like clients. After all, the increased attention is a good
thing if you are capable of producing in the spotlight.

To be recognized as among the best in the profession, both
within your organization and the broader marketplace, take
time to think about the attributes people should associate with
you. Among some of the criteria generally used to recognize
the best-of-the-best include:

Creates and sustains a culture of leadership
Develops strong employees

Develops strategic partnerships

Creates strategies for company advancement

T Too T To

What other special qualities do you possess and are these evident
through your work? What qualities need further development?
How would you rate your customer relationship management
skills as a professional?

Make a list of your current strengths and areas for improvement
in terms of hard skills. Study those around you who excel at
the soft skills for lessons you can make use of in working with
people and organizations. Finally, catalogue your "“clients" and
list ways to improve your interactions with them.

Due to a number of factors, the current market demand for
well-trained certiped public accountants is strong and only
promises to get better in the coming years. Accounting and
pnance professionals who master the core skills, develop new
and different ones, and work to distinguish themselves in the
marketplace will be poised to enter the upper realm of top
CPAs.
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Presidentis Message

continued from page 2

The Community Service committee will be once again partaking
in the Volunteer Income Tax Assistance (VITA). For the past
several years, the New York Capital Chapter has proudly sup-
ported the United Way in helping those citizens who are unable
to prepare or pay for their annual tax preparation. To volunteer
or to obtain more information, please call or email Wally Don-
nelly at wdonnel2@nycap.rr.com or (518) 437-1897 or call Beth
Levine from the United Way at (518) 456-2200, extension 131.
Our Spring in January Flower fundraiser has been rescheduled
for the beginning of March. Watch for upcoming emails where
youdll be able to place your order. On February 13", wedll be
participating in the Valentines for \eterans with the children
from the St. Gregory School. AGA volunteers will accompany
the children to the Stratton VA Hospital to pass out the cookies
and valentines. If youdre free on February 13" at 1pm, wedd
love to see you there.

Each year during the National Leadership Conference, AGA
National presents two crystal awards to local government profes-
sionals who exemplify and promote excellence in government
pnancial management and who have demonstrated outstanding
leadership in enhancing sound pnancial management legisla-
tion, regulations, practices, policies and systems. This year, |
am proud to announce that Brian U. Stratton, Mayor of the City
of Schenectady will be recognized for his outstanding efforts
of revitalizing the city, his dedication to the city residents and
improving their quality of life, for bringing accountability and
transparency back into government pnancial management and
for restoring integrity and pride in the City of Schenectady.
Mayor Stratton will accept the award in Washington, D.C. on
February 19th.

Finally, we are looking for a candidate for our own chapterds
award, the Outstanding Achievements In Government Account-
ability Award. Over the past two years, the New York Capital
Chapter has presented an award to a government employee who
has demonstrated sustained outstanding leadership and notable
contributions to pnancial management, and to encourage in-
creased interest, growth, development and distinctive leadership
in the peld of pnancial management. If you know of someone
in your ofpce who is most deserving of this award please see
our website for details and the application. The application is
due February 20™.

Check out all of these events plus the details on the upcoming
TCTC in March on our award winning website www.aganycap.
org. Just remember we are only days away from Spring!!!

January/February 2009
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The Golden Managerss Rule

by Brian Friel

As anyone whois aspired to the Senior Executive Service
likely knows, the Ofpce of Personnel Management has
identiped 28 executive core qualipcations for agencies to
consider when screening candidates. Those aiming to reach
the top leadership layer of the career civil service try to ensure
that they get opportunities to develop the skills and abilities
on the list as they move up the General Schedule scale.

The qualipcations range from general traits such as creativity
and innovation, external awareness and decisiveness
to specific skill sets such as technology management,
inyuencing/negotiating and conyict management. Agencies
rate prospective senior executives in those areas, so itfs
important that candidates have examples that prove they
have developed those skills.

One relatively recent addition to the qualifications list
encourages rising stars not to focus solely on their own
advancement. OPM calls it developing others. Its inclusion
reminds executives that one of their central jobs is to help
their subordinates and colleagues learn. Its absence from
the list until two years ago only highlights how important it
is. If you havendt been developing others, then how can you
consider yourself a leader?

The centrality of developing others to an executiveds
effectiveness is highlighted in the depnition that the agency
uses on its qualipcations list. 6Develops the ability of others
to perform and contribute to the organization by providing
ongoing feedback and by providing opportunities to learn
through formal and informal methods,6 OPM explains. To put
it another way, developing others means teaching, mentoring
and coaching. It means making sure people know what they
need to do their jobs well.

Hs }sy o

It means leading.

Developing others does not mean simply shipping people
off to conferences and learning assignments. Although
encouraging employees to attend training is certainly a
laudable means of instruction, the most important method of
development is the one-on-one interaction a leader has with
employees. OPM emphasizes providing ongoing feedback.
That calls for managers to talk to their employees about how
theydre doing more often than just at annual performance
reviews. Indeed, quarterly reviews dondt make the cut either.
Ongoing means at every worthwhile opportunity.

In addition to formal development programs, OPM calls for
informal guidance. Strong leaders talk with employees all the
time, offering counsel not only from behind their desk, but at
the water cooler or while walking down the hall as well.

Developing others means giving employees exciting and
challenging assignments that provide them opportunities to
learn new skills. Sometimes leaders might be able to handle
those assignments more easily themselves; they might even
prefer to do so for fear that an employee could mess it up. But
good leaders are constantly thinking about their employeesd
talents and potential and pnding ways to develop them even
further.

There are many ways to teach, coach and mentor. Developing
the ability to develop others takes practice. But luckily,
opportunities abound.

The oothersoé are all around you.

1 xS {VixiC

How would you like to write an article for the AGA New York Capital Chapter newsletter?

For more details ask:
Deanna Dowd, 474-6010, ddowd@osc.state.ny.us
Danielle Rancy, 474-3271, drancy@osc.state.ny.us
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New Yorkss $2 Billion Shortfall Wonet Freeze Tech Spending

by Corey McKenna, Government Technology

Several months into the economic recession precipitated by
the collapse of the sub-prime mortgage market, New York is
facing a $2 billion budget shortfall. Moreover, that amount,
Governor David Paterson said, 0is really only about 15
percent of what we are going to have to cut between now and
April because our 2009-2010 depcit is $12.5 billion.6

The day before Paterson made that announcement at a public
meeting with New Yorkds legislative leaders, Citigroup laid
off 52,000 workers and the heads of the company announced
they were considering giving back their scheduled year-end
bonuses.

Additionally, six heads of Goldman Sachs have declined their
bonuses. Their bonuses would have exceeded $300 million,
Paterson said.

That would have a signipcant impact on the state budget,
Paterson said, because those bonuses were worth $150
million in tax revenue for the State. Furthermore, Wall Street
bonuses account for 30 percent of the Stateds fourth quarter
oenrichment,d the Governor said.

That could have a major impact on technology spending in
the State.

On November 4, 2008, Paterson issued a directive to the
heads of all state agencies outlining cost-control measures.
oln light of the current market crisis and the potential risk to
the stateds pnances, it is critical that we prioritize our new
capital spending to focus on health and safety projects that
address our stateds most important infrastructure needs. To
this end, I am instituting a more rigorous review process for
all new capital projects.6

Any new construction or rehabilitation effort will require
prior approval from the Division of the Budget and the
Ofpce of State Operations. 00nly essential projects will be
approved,6 Paterson wrote.

The directive depned an essential project as one whose
failure to be completed owill (1) present an immediate,
demonstrable threat to public health or safety; (2) directly
violate a court order or federal, state, or local law; or (3)
result in a substantial reduction in federal aid.6

These steps are depned in the Budget Bulletin B-1184,
Agency Contracts, Non-Personal Service and Capital
Spending Controls for 2008-09. The bulletin establishes

guidelines that create stricter pre-approval processes and a
higher level of scrutiny to control costs.

ANew York State Web page provides links to the plans to cut
spending at several agencies, but the Offce for Technology
is not one of those listed. Nevertheless, oall new contracts,
contract extensions, or contract modipcations, including
but not limited to commodities, construction, consultants,
equipment, grants, land purchases, leases, printing, and
services must receive the joint prior approval of the Division
of the Budget (DOB) and the Ofpce of State Operations
before an agency engages in any aspect of the contractual
process, including requests for proposals, notices of funding
availability, and actual awards for funding,6 Paterson wrote
in his letter of November 3, 2008.

Additionally, 6all requests for furniture, vehicles, computers,
printing, advertising, cell phones, food (outside of
institutional settings), and ofpce supplies must receive the
joint prior approval of the Division of the Budget and the
Ofpce of State Operations,6 the Governor wrote.

0These initiatives will build upon other agency cost-control
measures, which | have previously ordered, including a
Statewide hard hiring freeze, a ten percent across-the-board
spending reduction, and my request that all agencies submit
no-growth budget requests for the 2009-10 pscal year,6
Paterson wrote.

www. farcus com

tHsbLASS  CourTHART

01933 Furrus Cydrons

“You gave away 60 billion toys and didn’t
get one receipt?!”
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Speaking As a Performing Art:

15 Tips That Are Sure to Make You a Better Public Speaker

by Guy Kawasaki, AccountingWEB.com

Doug Lawrence has been a professional singer, music
director, and speech coach. He is a highly respected concert
artist having sung for almost forty years in venues such as
Carnegie Hall, Hollywood Bowl, and throughout Europe
with conductors like Leonard Bernstein and Michael Tilson-
Thomas.

In the last forty years, in addition to singing, heds done
tons of speaking in front of groups of all sizes. Herefs
the big surprise: Singing and speaking have everything in
commoniiexcept for maybe really good tunes. The main
goal is to engage your audience and make them listen to you,
so everything a singer does, a speaker ought to do too. Here
are the absolute necessities of an engaging performance or
presentation that Doug compiled:

Circulate with your audience. Before every concert, speech,
and seminar, try to mingle with the crowd, ask questions,
and let them know youédre glad they came. This isnft always
possible in the real world, but when it is, youdll have an
opportunity to feel a bond with the people youdre about to
perform for and undo some of the jitters that are a natural
part of being 0on.6

Command attention. The breastbone, or sternum has to be
high if you want to project authority. You might want to
pretend youdre a rooster showing off. Relaxed sternum =
loser, high sternum = winner!

Snarl. If people candt hear you, they wont listen to you. Add
some nasal resonance to your voice, but keep smiling. Snarl
is that nasal sound you get when you speak partially from
your nose instead of your mouth. It generates overtones above
2,800 cycles per second that make any room 0sing.6 Pretend
yougdre trying to yell and warn a child thats about to run out
in front of a busflike yelling, 0STOP!6 This works whether
youdre using a microphone or speaking without one

Bite your tongue. If your mouth gets dry in the middle of
your presentation, try gently biting your tongue. Opera
singers use this all the time to release saliva which moistens
your mouth.

Always perform a sound check before you speak. A good
sound person will adjust the EQ to your voice and its
idiosyncrasies. If youdre comfortable using a hand mike, do
sofwork close to the mike and youdll have a better chance
of being heard. If you turn your head, make sure you turn

the mike with your head. Lapel mikes usually work pne, but
for softer speakers theydre very frustrating. Wrap-around
mikes that pt over your ear are the best for intelligibility. If
you speak often and you know your venues will support this
technology, buy a really good one and take it with you.

Use your eyes all the time. Hand gestures, pacing around
the platform can all be useful tools in presentation, but the
eyeseah, the eyes have it! If you candt engage people with
your eyes you will eventually lose your audienceds attention.
Your eyes always tell people whether or not you believe in
what youdre saying! Scan the room, select a person to make
a point to, and look right at them. Itds a little intimidating
for them, but it keeps you focused on the individuals who
make up your audience. Keep moving to new peoplefiright,
left, middleRit works! If all else fails, look at each person
as though youdve loved him or her all your lifefilike mom,
or your child.

Move away from center to make your point. When you
come to a place in your presentation where you really want
peopleds attention, move to the left or right of your primary
speaking position. This will always make people look up at
you. If you are a constant mover or shaker, stand still for a
few momentsiAit will have the same effect.

Get quiet. If you really want to get peopleds attention, get
quiet suddenly. It will scare the sound guy to death, but itds
guaranteed that the audience will pay attention. Singers use
this trick all the time. Thatds the oyou could hear a pin dropé
effect. Believe me, thatis what sells your talk!

oUnderline6 certain words with a pause or repetition. If you
really want to make a point, slow down, pause, and say the
word or phrase that you most want people to hear with a
calculated emphasis on each word. The sudden switch in
style gets attention. Also try repeating a word or phrase
before you make your big point. For example: 0You know
(pause) you know (pause) you know, the thing | want you
to remember is€06 Songs are full of repeated text, a device
that locks down meaning!

Take a risk and be vulnerable. Say or do something thats
totally out of character for you. Use a opretendo voice like
Mickey Mouse or Barry White for effect while youdre telling
a joke or saying something shocking or humorous. Whether
your persona is reserved or funny, itds endearing to have a
little fun. This trick humanizes the most serious topics.

AGA NEW YORK CAPITAL CHAPTER
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Tee it higher. Raising the overall pitch of your voice for a few
seconds will create urgency. It shows your passion for the
subject matter and also relaxes your exhausted larynx. Low
pitched voices relax the roomfhigh pitched voices increase
the adrenaline Yow of the audience.

Know when itds time to go. You donit have to be a genius
to know youfve overstayed your welcome. Check your
opresentation barometer¢ often to see if everyone is still with
you. Change somethingPanything Aif youbre starting to lose
the crowd. If all else fails, stop talking, start thanking, and
get off the platform. People will love you more for knowing
when to stop than for all the wonderful content you brought
to your topic!

Use Q and A as an oencore.d Singers usually prepare an
encore because this practice makes the audience feel special
and makes them think you like them more than other
audiences youdve encountered. Q and A functions something
like an encore. You may think you told them stuff they needed

15

to know, but questions often reveal the important things you
left out of your content. Where this opportunity exists, use it
as a tool for picking up the pieces you left dangling in your
talk and warm the crowd to your candor and self-effacing
graciousness.

Rehearse, rehearse, rehearse. Thatés how Doug got to
Carnegie Hall! Where possible, memorize your material
like singers memorize their songs. Remember, the more
you rehearse, the freer you will be to make your talk fresh
and engaging.

Perform for a hero. Several years ago Doug was asked to sing
a command performance for the Queen of Spain. He worked
harder on that concert than any concert he had ever sung. It
was very successful and he was proud of my preparation.
From that time on he imagined he was about to sing for
the queen, it made him twice the performer he had been
previously. Pick a hero, and give them your best shot!

Tips for Generation Y/Millennialss Managers and Mentors

by Phyllis Weiss Haserto, AccountingWEB.com

Like it or not, new Generation Y employees (those who have
entered the workplace since about 2001) require more management
time than their older counterparts did. This is frustrating to Baby
Boomer partners and managers and the Gen Xers who crave
autonomy and like to do things their way. Having very structured
lives since childhood, the Millennials (Generation Y) need
structure and guidance at work to channel their dedication to
producing excellent results.

Hereds a checklist of steps and considerations to achieve both a
satisfying working relationship and desired results.

A Clearly communicate exactly what needs to be done.

A Explain how the individualds role fits within the larger
framework of the project.

A Beclear about timing and expectations. If the matter is urgent,
say so. If the matter is not urgent, convey the anticipated time
frame and when the assignment is ultimately due.

A Provide samples of the type of product you expect.

A Communicate the process and when to check in along the
progressions of an assignment.

A Avoid asking your junior or mentee to reinvent the wheel.
While they like to research on the internet, point out helpful
sources or even other people at the firm who may be
helpful.

A Before concluding the discussion and delegation of the
assignment, ask the juniors to describe their understanding
of the assignment to assure you are on the same page.

A Create a team atmosphere and include juniors and mentees
as often as practicable given the economics in meetings and
on calls and client visits.

A Encourage juniors to bring ideas to the table. Then show that
they are heard and appreciated.

A Keep them in the loop so they are well informed and feel
that they are an integral part of the team, ready to contribute
whenever asked.

A Provide prompt and thorough feedback. Do this in person
whenever possible d the personal touch is much more
effective than e-mail or a memo for both educating and
motivating.

A When a project is complete, take time to review the work
together. It is important to highlight what was done well and
give praise as well as constructive criticism for going forward.
Discuss olessons learned.d

A Respect peopleds personal lives and their overall workload.
Donit impose false deadlines or unnecessary weekend or
holiday work. Plan and communicate in advance.

A Encourage compromise to manage both work and personal
schedules. They must learn to sort out competing priorities.
Ask the juniors to suggest solutions. Check in periodically
with them and inquire as to the status of other matters and
projects on which they are staffed.

A Act as a bridge between partners and the juniors. Create
opportunities for exposure and interaction with partners.

A Give credit and recognition for good work and effort. Be
generous with thank youds. They will pick up the habit in
turn. Convey praise from the client.

Following these steps up front, youdll eliminate most erroneous
expectations on both sides, develop less stressful working and
mentoring relationships with young employees, and save time
and energy in the end.
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