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As agencies scramble to spend stimulus 
funds under the 2009 American 
Recovery and Reinvestment Act, an 
intergovernmental þnancial management 
organization is offering up new tools to 
help ensure that accountability isnõt 
sacriþced for expediency.

The Partnership for Intergovernmental 
Management and Accountability, 
which comprises high-ranking þnancial 
management ofþcials in federal, state 
and local governments, has published 
a number of documents and assessment 
tools to help agencies monitor funds 
spent under the economic stimulus 
package.

The Partnership was established by the 
Association of Government Accountants 
in 2007 to improve accountability 
across governmental jurisdictions.

òThe highest-risk organizations that 
get federal funds are frankly the new 
guys on the block,ó said Tom Cooley, 
chief þnancial ofþcer at the National 
Science Foundation and a co-chair of 
the Partnership. òThey donõt understand 
the game theyõve decided to enter and 
thatõs where it can come back to bite 
you if you havenõt done a good enough 
job identifying those institutionsó and 
worked to ensure they can manage 
federal funds, he said.

While agencies have a lot of experience 
monitoring money that goes to primary 

recipients of federal funds, the guidance 
for tracking stimulus funds requires 
that they be equally adept at overseeing 
the use of funds by sub-recipients -
- those organizations and contractors 
that may be several tiers down on the 
management ladder where the work 
actually is being performed.

òThatõs important for a couple of 
reasons,ó Cooley said. òFirst of all, the 
taxpayers want to know that the money 
is being spent for the reason it was put 
out the door and there is no waste, fraud 
or abuse.ó But itõs equally important for 
taxpayers to understand in a transparent 
way exactly where the money is being 
spent.

He cited a scientiþc research program 
funded by NSF through a private 
institution based in Washington. The 
institution actually awards most of that 
funding to Texas A&M University, 
which in turn oversees research that is 
conducted aboard a ship that operates 
out of Galveston, Texas, but travels 
around the globe.

Itõs not enough to know that the 
Washington-based institution is 
administering the contract appropriately, 
Cooley said. As the responsible authority 
for the federal funds, NSF needs to be 
able to document the full program. 
òMost of the money pays for the ship 
and the crew on the ship that goes out 
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Spring: here we come!! The next two months are full of events that everyone 
can attend. The Education and Community Service Committees have been 
hard at work and there is no stopping them until Summer. Here are the 
headlines for March and April.

March

The Education Committee will offer up to 25 CPE hours during March. The 
main headline is the ever-so-popular The Conference That Counts (TCTC) 
and there are two audio conferences. This is the fourteenth year for TCTC 
and it continues to get better and better each year. There will be three days 
of Peace, Music and CPEs at the Holiday Inn on Wolf Road. Great title, isnõt 
it? The program announcement is ever better. If you havenõt had a chance to 
view it, I encourage you to take a few minutes and check it out. Itõs a work 
of art. Here is the web address: http://www.aganycap.org/education/events/
tctc/tctc_description.htm. Once you get there, click on the full .pdf version. 
There are pages of information on the conference as well as loads of history 
and pictures about 1969. The sessions þll up quickly, so donõt forget to register 
while youõre there!!!!

Also in March, there are two audio conferences - both being held at the NYS 
Ofþce of the State Comptroller and the NYS Department of Transportation. 
The þrst one is March 11th on Internal Controls and the second one is March 
25th on taking accountability and transparency of the Service Efforts and 
Accomplishments (SEA) Program to the next level. They are each worth 2 
CPEõs and are free to AGA members.

The Community Service Committee also hopes to see you at an event during 
March. The þrst event is on March 22nd. Itõs the annual Capital Region Bowl 
for Kids Sake to beneþt the Big Brothers/Big Sisters. This is a lot of fun and 
it helps youngsters in the Capital Region. We are bowling at the Spare Time 
Lanes in Latham at 2:00 pm. You donõt have to be an experienced bowler to 
come and have fun networking with other AGA members.

Also, on March 27th there is another popular event with our members: 
preparing a meal for the Ronald McDonald House. It is scheduled for the 
afternoon at the Ronald McDonald house on South Lake Avenue. Members 
from our Chapter have participated in this event for a few years now and itõs 
been a wonderful experience.

April

April will bring not only the winds but a few new Chapter events. On April 
2nd there will be a special luncheon with a movie. The event is at Jackõs Oyster 
House in downtown Albany; registration begins at 11:30 am. We will enjoy a 
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Think You Are Immune to Fraud? 
Better Think Again.
by Larry Rosipajla, CPA, CFE

You have just learned that a long-time, trusted manager 
within your organization has been skimming money off 
the books. Or that organization proþts for this quarter have 
mysteriously dropped by an unexplained eight percent. Do 
you think this canõt possibly happen to you? Think again. 
Corporate and Government fraud has risen to epidemic 
proportions. And it can happen anywhere. This is not a 
Hollywood movie; itõs real, and it happens everyday, and in 
every type of industry. 

Some examples: 

Å The IRS has initiated forfeiture proceedings on your 
assets because the estimated tax payments you thought 
your accounts payable clerk was making actually went 
to support her gambling addition.

Å The organizationõs travel business is funneled to a travel 
agent, without whom a department head's fabulous 
vacation would not have been possible. 

Å Valuable merchandise is suddenly missing from 
inventory. 

Å A technologically astute employee hacks into the payroll 
computer system and gives himself a raise. 

It comes in many forms and is called by many names: fraud, 
corruption, transactional or vendor fraud, informational 
security breaches, health care fraud, money laundering, and 
cyber-crime. And anyñperhaps allñof these activities may 
be happening in your organization at this very moment.

Just Look at the Statistics 

The Association of Certiþed Fraud Examiners has calculated 
that more than $652 billion annually is lost to fraud by 

U.S. companies alone. That puts the national fraud rate at 
between two percent and þve percent of a companyõs annual 
revenues.

If these statistics surprise you, you are not alone. White-collar 
crime is often overlooked, and rarely prosecuted. In fact, 
most are surprised to discover that the villains, contrary to 
popular belief, are not habitually dishonest. Yet the desire 
to believe in the rogue òbad appleó is universal, because the 
alternative is to recognize that under the right (or wrong) 
circumstances, even long-term, trusted employees have the 
potential to commit fraud.

The Fraud Triangle

How can this be? While not everyone will actually commit 
a crime, we all may be subject to the pressures that lead to 
an act of fraud. A perpetrator will generally complete all 
three stages of what is called òThe Fraud Triangleóñneed, 
opportunity, and rationalization.

Need 

It begins with a need. We all have them. Often the 
need is money. A seemingly ògoodó person could be 
under þnancial stressñcaring for an aging parent while 
putting two children through college, for example. Less 
sympathetic needs are those supporting drug or gambling 
habits. There are also work-related needs, howeverñthe 
need to accomplish a goal, to perform a job well, or to 
achieve success are all commonplace.

Opportunity 

When the opportunity to answer that need presents itself, 
we move into stage two. Unfortunately, itõs most often 
the organization that offers that opportunity. By failing 

An employee of yours is late for work three times in one week, due to auto problems. òMy boss was furious,ó he fumes. 
òWell, what does he expect? If I could afford it, Iõd buy a new carñbut thatõs impossible on what I get paid. If he wants me 
here on time I have no choice. Starting this week, when I pay the organizationõs monthly bills, I will write a check to my 
new companyñNeed-a-car, Inc. I should be cruising comfortably in no time.ó 

If you think that your company is immune to this scenario, think again. Occupational fraud is at an all-time high, and no 
organization is exempt. Larry A. Rosipajla, a Principal at Forensic Alliance, LLC, emphasizes that point and suggests what 
you can do to mitigate the risk of loss of money and reputation.
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to establish strong safeguards, executives provide the 
opportunity for fraud with: 
Å Weak or non-existent security systems for internal 

control and internal auditing
Å Too much responsibility and control assigned to one 

individual without adequate checksñincluding lack 
of segregation of duties

Å A highly decentralized organization that leaves 
management unaware of actions taken outside 
organization headquarters

Å A failure to punish fraud perpetrators 
Å Insigniþcant or unpublicized penalties
Å An ineffective board of directors with limited 

supervisory powers, no outside representation, lack 
of follow-up and a willingness to unquestioningly 
accept whatever management says 

Rationalization

In stage three a perpetrator establishes a rationalization 
so believable that he himself is convinced of its rectitude. 
It is the element that òmakes it all right,ó and permits an 
òhonestó person to take that þnal step.

For example: òWith the paltry salary they pay me, how 
can they expect me to take care of my family?ó Or, òI am 
so underpaid; I am only getting what I deserve.ó Then 
there is the classic òI work a lot harder than the top brass, 
yet they have million-dollar homes, fancy cars, yachts 
and biannual vacations.ó

Interestingly, researchers have recently discovered 
that such rationalization begins at an early age, when 
children cheat in school. According to the 29th òWhoõs 
Who Among American High School Studentsó poll of 
high-achieving 16-18 years olds, 80 percent of students 
surveyed admitted to cheating in order to get to the top 
of the class. And 95 percent were not caught. 

The CaptureñNow What?

As is the case with students, not much happens to corporate 
fraud perpetrators. Although most are eventually caught, few 
are prosecuted: fear of public embarrassment or wrongful 
accusation lawsuits often prompts management to quietly 
dismiss the guilty employee. Couple this with the profound 
desire of most executives to believe their organization is a 
crime-free zone, and the odds of getting away with fraud 
ramp up sharply. 

The Victimõs Recourse

Fraud is a criminal offence, but many organizations donõt 
want to go through a criminal trial, generally for the same 

reasons that they donõt want to prosecute in the þrst placeñto 
avoid public spectacle and the risk of defamation lawsuits 
brought by the perpetrator. They can, however, pursue civil 
litigation. Hereõs where you òhit ôem in the pockets,ó rather 
than òsending ôem off to the slammer.ó This can be a more 
advantageous recourse in that: 
Å Lost money can be recaptured 
Å It reduces the chance for wrongful accusation claims 
Å Unlike a criminal fraud case, the defendant does not 

have to be proven guilty "beyond a reasonable doubt". 
There just has to be a preponderance of evidence that 
he or she committed the act. This much lower standard 
of proof drives the decision to seek restitution through 
civil versus the criminal prosecution.

It Couldnõt Happen Here

But why let matters get that far, when you can set up 
preventative measures to stop fraudulent activities before 
they even start? Take afþrmative steps to save your employees 
from temptation.

If You Suspect a Fraud. . .

Engage an experienced professional investigator, preferably 
a certiþed fraud examiner (CFE). The absolute worst thing 
you can do is to confront the employeeñor worse yet, þre 
him before the investigation is conducted. Be smart, and 
you may not only catch the villain and recoup your money; 
you may even successfully prosecute him. Make a mistake, 
and the next call you may have to make is to an attorney to 
defend you in a defamation lawsuit.

First, however, stop telling yourself the following comfortable 
untruths: 

We only hire honest people

Most perpetrators think of themselves as honest people. 
Most are just like you and me. But rememberñthe 
need, the opportunity, and rationalization can lead an 
otherwise trustworthy and law-abiding person to commit 
an act of fraud.

Our auditors will uncover malfeasance

Not trueñauditors are not trained to detect fraud. 
The auditorsõ responsibilities are many and complex, 
but suffice it to say, if they find fraud, itõs simply 
a coincidence. Contrary to public sentiment, fraud 
detection is not their job.

Keep in mind that audits are predictable. Thereõs no 
secret as to what well-trained auditors will examine in 
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the performance of their duties. Once an astute executive 
identiþes the risk areas in a þnancial statement, it is easy 
for him or her to determine where the auditorõs focus and 
scope limits lie. Nor are auditors trained to authenticate 
documents.

Prove it to yourself. Ask your auditor how many fraud 
detection and prevention courses they took when they 
were in college, learning how to be an auditor. The 
answer is quite likely to be ònoneó.

Get the Word Out

Donõt keep your prevention methods a big secret; let 
your employees know they are being watched and set the 
Perception of Detection. Consider the late-night driver, who, 
on a deserted street, runs through a red light. That same 
driver, on that same stretch of road, will undoubtedly come 
to a complete stop when he spots a police car in his rear-view 

mirror. Similarly, employees are less likely to go forward with 
an unlawful act if they know that someone is watching.

Take Responsibility

It is important to note that organizations, along with 
their ofþcers and employees, can be held responsible and 
prosecuted for the misconduct of individuals in their employ. 
It is, therefore, important that you rely on yourselfñnot on 
banks or external auditors. If you remove the opportunity, 
you remove a key element in the driving force behind the 
commitment of an act of fraud. 

Larry A. Rosipajla is a Principal in Forensic Alliance, LLCõs ofþces 
in Colorado.  Mr. Rosipajla provides consulting and expert witness 
testimony in civil and criminal matters, with specialized expertise in 
forensic accounting, fraud investigations, and risk assessments. He 
is a guest speaker at The Conference That Counts 2009 in Albany, 
NY on March 17, 2009.

AGA Congratulates the 2009 Leadership Award Recipients 
from New York StateӚs Capital District
Congratulations to the recipients of this yearõs Federal Leadership and State & Local Leadership Awards, which were 
presented in conjunction with the Seventh Annual National Leadership Conference, February 19-20, 2009 in Washington, 
D.C.  Two award winners are from New York Stateõs Capital District.

Distinguished Local Government Leadership Award 
To formally recognize local government professionals who exemplify and promote excellence in government þnancial 
management and who have demonstrated outstanding leadership in enhancing sound þnancial management legislation, 
regulations, practices, policies and systems. 

Brian U. Stratton, Mayor, City of Schenectady, NY
In recognition of Mayor Strattonõs efforts to revitalize Schenectady, which was on the brink of þnancial 
collapse with a projected $10.2 million deþcit and the lowest credit rating in the state when he took over 
as the cityõs chief executive; for his dedication to city residents and improving their quality of life; for 
bringing accountability and transparency back into government þnancial management; and for restoring 
integrity and pride in the city. 

Private Sector Financial Excellence Award 
To formally recognize þnancial executives in the private sector who exemplify and promote excellence in state or 
local government þnancial management, outstanding leadership, high ethical standards and innovative management 
techniques. 

Terrill E. Menzel, CGFM, CPA, Partner, KPMG, LLP
In recognition of Mr. Menzelõs long career spent promoting federal, state and local government ac-
countability through his work with KPMG as well as his outstanding service to AGA and other profes-
sional organizations. In the late 1900s, Mr. Menzel led the development of tools and services to assist 
governments in implementation of the new reporting model that was embodied in GASB Statement No. 
34. Now, within the Department of Professional Practice, he leads the group that provides guidance on 
accounting and auditing issues to KPMG professionals serving federal, state and local governments and 
other nonproþt clients, including quality control over the implementation of GASB No. 34. 
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the opinion that there is a substantial amount of work left to 
be done. I frequently receive e-mails and phone calls from 
members and past national ofþcers expressing their approval 
of the initiatives I have launched. Recently, I asked the NEC 
to evaluate my performance as the National President, and I 
am encouraged by the response. You can see a summary of 
this evaluation at the end of this column. 

I want to give you my monthly status report on the 
following. 

Executive Director Succession Plan:

I give myself a yellow on this. A task force of several highly 
distinguished AGA members has been assembled to lead 
this initiative. Some progress has been made and a viable 
succession plan should be completed and implemented 
before June 2009.

Enhanced National Ofþce Finance Operation: Internal 
Control (Chair, Thad Juszczak)

I give myself and the committee a green. We are making 
substantial progress and an overview of our initiatives will be 
presented to the NEC in mid-February. The NEC will review 
this information and provide the committee with their input 
and suggestions. This project should be completed within 
the established time frame. My thanks to Thad, Mary and 
Cristina for their hard work.

The Governance Protocol: (Chair, John Radford)

I give myself and the task force a green on progress. The 
task force is hard at work and is adhering to the established 
timeframe. I am pleased to report that PNP Charles Harrison, 
CGFM, has joined the task force. He will certainly bring great 
experience and wisdom to this endeavor. I would also like 
to salute John Radford, CGFM, for his leadership as chair 
of this committee.

The Responsibility and Accountability of the National 
President: (Chair, Sam Mok)

I give myself a yellow because I am 
not quite satisþed with my progress. 
I expect improvement in this area 
within the next month or two.  I am in 
the process of talking to various PNPs 
to seek their guidance and wisdom on 
this matter.

From the National President
by Samuel T. Mok, CGFM, CIA, CICA

Happy Lunar New Year! According to the 
Chinese Lunar calendar, 2009 is the year 
of the ox. The ox symbolizes hard work, 
dependability and occasional stubbornness. In 
most agricultural societies, the ox is the engine 
that sustains farming and transportation (ox 
carts) in the villages.

I was born in the year of the monkey. In Chinese folklore, 
there is a famous story about a monkey who fell off a tree 
and accidentally landed on the back of a tiger. The monkey 
hung on for dear life while the tiger raced ferociously through 
the jungle and the neighboring villages trying to shake the 
monkey from its back. All the animals and villagers that 
witnessed this spectacle were amazed and impressed that the 
monkey could ride a tiger so valiantly. They were unaware 
that the entire time the monkey was desperately trying to 
dismount without being eaten alive. 

Leadership positions are somewhat like a monkey riding on 
the back of a tiger. There is the perception that they are grand 
and majestic, however it is impossible to understand their 
challenges until you yourself are in that position. AGA is not 
quite like the tiger in this story, but you get the idea.

Speaking of leadership, I am delighted to have two extremely 
capable young leaders succeeding me as AGA National 
President. The þrst of these is òCrowned Princeó Billy 
Morehead, CGFM, and the second is Lisa Casias. I know 
both of these individuals well and am conþdent that they, 
like their predecessors, will serve AGA to the best of their 
ability. They both have pledged to continue my efforts to 
prepare AGA for the challenges of the future.

As I have stated many times in past TOPICS columns, there 
are many managerial challenges facing AGA. Your national 
leaders are tackling them one by one. Some members of the 
National Ofþce are concerned that my assessment of AGAõs 
organization and operations is overly critical and negative. 
They have expressed the desire for the National President to 
accentuate AGAõs impressive progress thus far rather than 
talk about its problems. I agree whole-heartedly that progress 
has been made and I applaud the efforts of the national staff. 
They have been integral in improving the þnancial viability 
of our organization and in extending membership reach. I 
am also grateful for the support of the many AGA members 
who have volunteered their time to help our organization 
become a thought leader in our profession. Despite the fact 
that steps have been made in the right direction, I am still of 
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The AGA Radio Program: (Chair, Clif Williams, 
CGFM)

I give myself a bright green for this project. Thanks to the 
hard work of the AGA radio program task force, the upcoming 
programs have been determined. In addition, Jane Norris (the 
co-host of the WTOP Federal Radio/ Federal Drive Show) 
has volunteered to serve as an advisor for our program. We 
are very fortunate to have her input.

National Leadership Conference:

Planning for the National Leadership Conference has been 
completed and we are ready to òrock and roll.ó Please join 
us for a wonderful two days of learning and productive 
discussion. I give myself and all parties involved in planning 
this event a bright green.

The AGA Executive Director Evaluation Plan:

I continue to give myself a yellow on this front. The ball is 
in my court. I expect this matter to be green within a week or 
two. Dr. Van Daniker and I will meet to þnalize the Evaluation 
Plan before the NLC.

National President Performance Evaluation by the NEC 
(Dec 08)
Total Participants - 22
  Excellent Terrible
   1  2 3 4 5 
Leadership  19   3 
Communication    7 13 2
Accessibility    9   9 4
Vision  20   2

The following are additional suggestions I received from 
members of the National Executive Committee on areas of 
focus for the remaining months of my AGA presidency:

Å Establish more meaningful performance metrics for 
AGA programs

Å Enhance internal Operations
Å Better communication with Past National 

Presidents
Å Promote more intergovernmental cooperation
Å Reevaluation of AGA priorities
Å Reshape strategic plan based on current economy
Å Facilitate chapter growth 
Å Translating vision into action
Å Cost cutting at the national level

I would also like to take this opportunity to thank AGAõs 
Washington, D.C. Chapter for the wonderful annual Lunar 
New Year Dinner they hosted on Feb. 3, 2009. Ann Davis, 
CGFM, Caitlin Holmes and the NOVA Chapter all deserve 
recognition for their excellent work in putting together such a 
successful event. I would also like to thank Charlie Johnson, 
Acting HHS Secretary, Jackie Patillo, Acting CIO of the 
U.S. Department of Transportation, Nancy Huang, CIO of 
National Oceanic and Atmospheric Administration, and Yann 
King, President of Asian American Government Executives 
Network and Deputy IT Director of Labor, for joining us. Dan 
Christovich (past Washington, D.C. Chapter President), Bill 
Anderson, CGFM, (Past National President), Eva Williams, 
CGFM, (Past National Treasurer), Lisa Casias (National 
President-Elect Designate), Karl Boetcher, CGFM, (Senior 
Vice President), and Dr. Relmond Van Daniker, National 
Executive Director, and Michiyo Wheeler also joined us for 
the festivities. 

How would you like to 
write an article for the 
AGA New York Capital Chapter newsletter?

For more details ask:
Deanna Dowd, 474-6010, ddowd@osc.state.ny.us
Danielle Rancy, 474-3271, drancy@osc.state.ny.us 

Hs }sy pmoi xs {vmxiC
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How Cloud Computing Works
by Johathan Strickland, HowStuffWorks.com

Letõs say youõre an executive at a 
large corporation. Your particular 
responsibilities include making sure 
that all of your employees have the 
right hardware and software they need 
to do their jobs. Buying computers 
for everyone isnõt enough -- you also 
have to purchase software or software 
licenses to give employees the tools 
they require. Whenever you have a new 
hire, you have to buy more software or 
make sure your current software license 
allows another user. Itõs so stressful that 
you þnd it difþcult to go to sleep on 
your huge pile of money every night.

Soon, there may be an alternative 
for executives like you. Instead of 
installing a suite of software for each 
computer, youõd only have to load one 
application. That application would 
allow workers to log into a Web-based 
service which hosts all the programs 
the user would need for his or her job. 
Remote machines owned by another 
company would run everything from  
e-mail to word processing to complex 
data analysis programs. Itõs called cloud 
computing, and it could change the 
entire computer industry.

In a cloud computing system, thereõs 
a significant workload shift. Local 
computers no longer have to do all 
the heavy lifting when it comes to 
running applications. The network 
of computers that make up the cloud 
handles them instead. Hardware and 
software demands on the userõs side 
decrease. The only thing the userõs 
computer needs to be able to run is the 
cloud computing systemõs interface 
software, which can be as simple as a 
Web browser, and the cloudõs network 
takes care of the rest.

Thereõs a good chance youõve already 
used some form of cloud computing. 

If you have an e-mail account with a 
Web-based e-mail service like Hotmail, 
Yahoo! Mail or Gmail, then youõve had 
some experience with cloud computing. 
Instead of running an e-mail program 
on your computer, you log in to a Web 
e-mail account remotely. The software 
and storage for your account doesnõt 
exist on your computer -- itõs on the 
serviceõs computer cloud.

Cloud Computing Architecture

When talking about a cloud computing 
system, itõs helpful to divide it into two 
sections: the front end and the back end. 
They connect to each other through a  
network, usually the Internet. The front 
end is the side the computer user, or 
client, sees. The back end is the òcloudó 
section of the system.

The front end includes the clientõs 
computer (or computer network) and 
the application required to access the 
cloud computing system. Not all cloud 
computing systems have the same user 
interface. Services like Web-based e-
mail programs leverage existing Web 
browsers like Internet Explorer or 
Firefox. Other systems have unique 
applications that provide network 
access to clients.

On the back end of the system are the 
various computers, servers and data 
storage systems that create the òcloudó 
of computing services. In theory, a 
cloud computing system could include 
practically any computer program you 
can imagine, from data processing to 
video games. Usually, each application 
will have its own dedicated server. 

A central server administers the system, 
monitoring traffic and 
client demands to ensure 
everything runs smoothly. It 
follows a set of rules called 
protocols and uses a special 
kind of software called 
middleware. Middleware 
allows networked computers 
to communicate with each 
other.

I f  a  c loud  comput ing 
company has  a  lo t  of 
clients, thereõs likely to be 
a high demand for a lot of 

storage space. Some companies require 
hundreds of digital storage devices. 
Cloud computing systems need at 
least twice the number of storage 
devices it requires to keep all its clientsõ 
information stored. Thatõs because these 
devices, like all computers, occasionally 
break down. A cloud computing system 
must make a copy of all its clientsõ 
information and store it on other 
devices. The copies enable the central 
server to access backup machines to 
retrieve data that otherwise would be 
unreachable. Making copies of data as 
a backup is called redundancy.

Cloud Computing Applications

The applications of cloud computing 
are practically limitless. With the 
right middleware, a cloud computing 
system could execute all the programs 
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a normal  computer  could run. 
Potentially, everything from generic 
word processing software to customized 
computer programs designed for a 
speciþc company could work on a cloud 
computing system.

Why would anyone want to rely 
on another computer system to run 
programs and store data? Here are just 
a few reasons:

Å Clients would be able to access 
their applications and data from 
anywhere at any time. They could 
access the cloud computing system 
using any computer linked to the 
Internet. Data wouldnõt be conþned 
to a hard drive on one userõs 
computer or even a corporationõs 
internal network. 

Å It could bring hardware costs down. 
Cloud computing systems would 
reduce the need for advanced 
hardware on the client side. You 
wouldnõt need to buy the fastest 
computer with the most memory, 
because the cloud system would 
take care of those needs for 
you. Instead, you could buy an 
inexpensive computer terminal. The 
terminal could include a monitor, 
input devices like a keyboard and 
mouse and just enough processing 
power to run the middleware 
necessary to connect to the cloud 
system. You wouldnõt need a large 
hard drive because youõd store 
all your information on a remote 
computer. 

Å Corporations that rely on computers 
have to make sure they have 
the right software in place to 
achieve goals. Cloud computing 
systems give these organizations 
company-wide access to computer 
applications. The companies donõt 
have to buy a set of software 
or software licenses for every 
employee. Instead, the company 

could pay a metered fee to a cloud 
computing company. 

Å Servers and digital storage devices 
take up space. Some companies rent 
physical space to store servers and 
databases because they donõt have it 
available on site. Cloud computing 
gives these companies the option 
of storing data on someone elseõs 
hardware, removing the need for 
physical space on the front end. 

Å Corporations might save money 
on IT support .  Streamlined 
hardware would, in theory, have 
fewer problems than a network 
of heterogeneous machines and 
operating systems. 

Å If the cloud computing systemõs 
back end is a grid computing 
system, then the client could take 
advantage of the entire networkõs 
processing power. Often, scientists 
and researchers  work with 
calculations so complex that it 
would take years for individual 
computers to complete them. 
On a grid computing system, the 
client could send the calculation 
to the cloud for processing. The 
cloud system would tap into the 
processing power of all available 
computers on the back end, 
significantly speeding up the 
calculation.

Cloud Computing Concerns

Perhaps the biggest concerns about cloud 
computing are security and privacy. The 
idea of handing over important data to 
another company worries some people. 
Corporate executives might hesitate to 
take advantage of a cloud computing 
system because they canõt keep their 
companyõs information under lock 
and key.

The counterargument to this position 
is that the companies offering cloud 

computing services live and die by their 
reputations. It beneþts these companies 
to have reliable security measures in 
place. Otherwise, the service would 
lose all its clients. Itõs in their interest to 
employ the most advanced techniques 
to protect their clientsõ data.

Privacy is another matter. If a client 
can log in from any location to access 
data and applications, itõs possible the 
clientõs privacy could be compromised. 
Cloud computing companies will need 
to þnd ways to protect client privacy. 
One way is to use authentication  
techniques such as user names and 
passwords. Another is to employ an 
authorization format -- each user can 
access only the data and applications 
relevant to his or her job.

Some questions regarding cloud 
computing are more philosophical. 
Does the user or company subscribing 
to the cloud computing service own the 
data? Does the cloud computing system, 
which provides the actual storage 
space, own it? Is it possible for a cloud 
computing company to deny a client 
access to that clientõs data? Several 
companies, law þrms and universities 
are debating these and other questions 
about the nature of cloud computing.

How will cloud computing affect other 
industries? Thereõs a growing concern 
in the IT industry about how cloud 
computing could impact the business 
of computer maintenance and repair. If 
companies switch to using streamlined 
computer systems, theyõll have fewer 
IT needs. Some industry experts believe 
that the need for IT jobs will migrate 
to the back end of the cloud computing 
system.
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Prevalence of Corporate Fraud and Misconduct Is High
According to KPMG Survey

KPMGõs 2008-2009 Integrity Survey, the third in a periodic 
series that began in 2000, published by KPMG Forensic, 
concludes that little has changed in the frequency and 
pattern of corporate fraud and misconduct over the years. 
The survey found however, that òEthics and compliance 
programs continue to have a favorable impact on employee 
perceptions across the board. The percentage of respondents 
who reported working in an environment in which people 
feel motivated and empowered to do the right thing doubles 
(from 43 percent to 90 percent) among employees who work 
in companies with comprehensive ethics and compliance 
programs versus those who do not.ó 

Nearly three out of four employees in all industries 
reported having observed or having þrsthand knowledge 
of wrongdoing, with respondents from the automotive 
industry and government reporting the highest rates overall 
and employees in highly regulated industries like insurance 
and banking reporting the lowest. The prevalence of reports 
of serious misconduct that could cause a òSigniþcant Loss 
of Public Trustó was highest, however, in the banking 
industry. 

Many of the most sophisticated fraud schemes are brought to 
light by whistleblowers, the report says, but the risk remains 
that reports of serious misconduct may not reach boards and 
senior management. Most employees (78 percent) said that 
they would report misconduct to their immediate supervisors. 
Only 40 percent said that they would report misconduct 
to the internal audit department, and 35 percent said they 
would notify the board of directors or audit committee. 
Respondents showed more comfort with hotlines than in 
previous surveys. 

òPreventing misconduct begins by better understanding 
its root causes,ó the report says. More than 50 percent of 
respondents said that the following were factors that might 
cause individuals to engage in misconduct. They might: 

Å Feel pressure to do 'whatever it takes' to meet 
business targets

Å Believe they will be rewarded for results, not the 
means to achieve them

Å Believe the code of conduct is not taken seriously

Å Lack familiarity with the standards that apply to 
their jobs.

A signiþcant number of respondents (66 percent) said that 
the CEO and other senior management set the right "tone at 
the top" on the importance of ethics and integrity. Less than 
half (49 percent) said that senior management "knows what 
type of behavior really goes on inside the organization." 

Since KPMG has begun conducting the Integrity Survey, 
Congress has passed the Sarbanes-Oxley Act of 2002. Since 
then, the report says, most companies in the United States 
are applying the integrated internal control framework 
developed by the Committee of Sponsoring Organizations 
which addresses "ethics and compliance program elements 
in entity-wide components that have a pervasive inÿuence on 
organizational behavior, such as the control environment." 

In our current economic environment, "The need for 
effective fraud risk management efforts could not be greater, 
especially as we move through a volatile market in which 
management's risks and opportunities may be ampliþed," 
writes Richard Girgenti, National Practice Leader, KPMG 
Forensic, in his introduction. "But while pressures may exist 
to meet revenue targets, managers may be able to leverage 
their anti-fraud efforts to control costs and reduce losses 
associated with fraud, waste, and abuse - particularly in 
circumstances involving signiþcant government funding in 
private enterprise." 

The report offers sample questions that boards and managers 
may use within their own organizations. 

KPMG conducted the survey of 5,000 working adults in four 
thresholds of organizational size who spanned all levels of 
job responsibility. Walker Information, an independent survey 
research þrm, validated the manner in which questions were 
posed, developed statistical samples across demographic 
categories, tabulated responses, and tested the statistical 
validity of the survey's þndings. They in turn hired National 
Family Opinion, one of the work's largest panel database 
þrms, to administer the survey. 

Source: AccountingWEB.com 
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Awareness of Ponzi schemes has 
certainly grown since Madoff õs 
alleged $50 billion scheme came to 
light. The New York Times reports 
that the Commodity Futures Trading 
Commission has seen a doubling of 
complaints leading to possible Ponzi 
schemes in the last year. The agency 
established a new Forex Enforcement 
Task Force to prosecute foreign 
currency Ponzi cases. In 2008, the 
agency prosecuted 15 Ponzi schemes 
and expects that number to increase 
this year. 

Smaller schemes include the case of 
Nicholas Cosmo, of Long Island, NY, 
whose Agape World Inc. loan business 
allegedly cheated about 1,500 investors 
out of tens of millions of dollars ñ an 
amount that still pales in comparison 
with Madoffõs. 

U.S. Senators Charles Schumer (D-
NY) and Richard Shelby (R-AL) both 
introduced legislation to provide $110 

Investigators say that the number of 
people trying to pull off low-level 
Ponzi schemes is increasing so quickly 
that they are now calling them òmini-
Madoffs.ó 

And forensic accountants believe their 
skills will be even more valuable in 
this climate, as jilted investors are 
asking tough questions about where 
their money went. Business owners and 
governments are also being cautious, 
watching their funds with more scrutiny 
than ever. 

One certified fraud examiner firm 
in Westport, CN, Walter C. King 
Associates, is offering tax recovery 
and forensic accounting services to 
investors who fell victim to Bernard 
Madoffõs Ponzi scheme. And forensic 
accountants have been hired by actress 
Zsa Zsa Gabor, who wants them to track 
as much as $10 million that her lawyer 
says she lost to Madoff, The Wall Street 
Journal reported. 

Joseph Centofanti, the training director 
of the Connecticut Certified Fraud 
Examiners Association, told the 
Connecticut Post that heõs got plenty 
of business, and plenty of work to 
delegate to interns. òWe just started 
11 accounting interns and every single 
one wants to work on fraud stuff,ó 
Centofanti said. 

Post-Madoff, Forensic Accountants Seeing 
Increase in Business

million to hire 500 new FBI agents, 50 
new assistant U.S. attorneys, and 100 
new SEC enforcement ofþcials to crack 
down on þnancial scams. The FBI and 
CIA are also seeking accountants to 
track down where criminals got their 
money and where it went. 

òPonzi schemes are against the law,ó 
Schumer told the Times. òBut we 
have not had enough law enforcement 
officials. Madoff should have been 
stopped. Our proposal would not just 
provide more resources, but it would 
work like a posse to go after this 
fraud.ó 

Centofanti said he wouldnõt worry about 
the demand for fraud investigators 
drying up any time soon. òItõs amazing. 
Everything is so þnancially driven, and 
people are not always making the best 
decisions,ó he told the Post.

Source: AccountingWEB.com 
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How to Avoid Investment
Schemes in the Future

The money that victims of Madoffõs alleged 
fraud may be able to recover by any of a 
variety of avenues is likely to be limited, and 
investors need to remember that there is no 
insurance for investment risk. Here are some 
lessons that can be learned from this scandal 
and rules to follow in future investing, 
according to Kathleen Pender, writing for 
SFGate.com, Steven Goldberg, writing for 
Kiplinger.com and James Stewart, writing 
for WSJ.com: 

Å Don't buy what you don't understand. 
Madoff reportedly told clients he 
invested in blue-chip stocks and then 
hedged his positions by trading put 
and call options on the Standard & 
Poorõs 100 stock index. Madoff said he 
used something called the òsplit-strike 
optionsó conversions strategy, says 
Steven Goldberg of Kiplinger.com, 

who questions how many investment 
advisers really knew what that was.

Å Know where your money is and 
who is watching over it. Pender 
reports that registered investment 
advisers must place client assets with 
a qualiþed custodian, usually a bank 
or brokerage þrm. Advisers can use an 
independent custodian, an arrangement 
that provides an extra layer of security, 
or an affiliated custodian, which 
apparently is what Madoff did. 

Å If your money is with an adviser, 
find out whether the custodian is 
independent or affiliated with the 
adviser and what safeguards are in 
place to make sure the adviser can't 
take your money. Do not give him 
or her permission to withdraw funds, 
Pender says. 

Å Audit the auditor. Make sure your 
advisor has a reputable accountant. 
Madoffõs only auditor reportedly 
operated out of a tiny office in 
suburban New York. A legitimate þrm 

of Madoffõs size would have employed 
at least one well known auditor, 
Stewart says.

Å Don't rely on middlemen. Many Madoff 
investors were steered into their 
investments by advisers, Stewart says. 
Such middlemen have grown popular 
because they can manage investments 
in alternative vehicles like hedge funds. 
But even though these investments can 
be more difþcult to understand than 
stocks or bonds, the investor canõt 
abdicate all responsibility.

Å Diversify. Most writers reafþrm this 
þrst rule of investing.

Investors are responsible for their decisions, 
but the question of how Madoffõs firm 
managed to avoid investigation by the 
Securities and Exchange Commission 
remains. Congress will be trying to solve 
this mystery in the coming months, as they 
review the overall regulatory environment. 

AccountingWEB.com

Both people and companies, 
seldom prepared for attacks 
targeting human gullibility, 
þnd themselves easily conned 
into parting with sensitive 
information.

Thereõs a famous saying that òamateurs hack systems, 
while professionals hack people.ó The point is that defense 
systems designed to stop hackers, spies, phishers, and frauds 
are always compromised by timeless human weaknesses: 
inattention, incompetence and complacency.

With this in mind, hereõs a quick look at three of the 
techniques most favored by social engineers. Have you fallen 
for any of these?

Improper requests for information. Social engineers tend 
to ask subtle questions asking for only small pieces of 
information. Be aware of questions asking for the names 
of employees, especially IT and security personnel (as they 
have permissions to everything) or executives. Of course, any 

question about passwords is an obvious red ÿag. A request for 
information thatõs not within your realm, or a request made 
by someone who doesnõt need the information, should also 
make you wary.

Someone important is contacting you. If a senior executive 
or ofþcial contacts you with a simple request, you should be 
skeptical ñ especially if the request is unusual given your 
job. For example, if you are on the IT help desk and the 
CEO calls and asks you to change his password, make sure 
to verify his identity. Sure, the CEO may growl at you for 
questioning him, but look at it this way: if itõs a scam and 
youõre being social engineered, youõll get to meet the CEO 
anywayégulp.

Email that looks real. A social engineer may masquerade as 
an employee, perhaps from the help desk, and send out emails 
from email accounts that look so much like your companyõs 
that you wonõt even notice. If your companyõs normal email 
accounts end in @acme.com, for example, watch out for 
@acmo.com. The subtle differences can net social engineers 
passwords and much more.

A Social EngineerӚs Best Friend?
Experts Say ItӚs You
from the National Security Institute, Inc. 
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Validation for Transparency and Accountability 
in Government
by Rebekah Stevens, Planning and Performance Coordinator, Metropolitan 
Government of Nashville and Davidson Couty, AGA Weblog

In recent days we have heard President Obama commit his 
administration to ushering in a new era of transparency, 
accountability and accessibility in the federal government. 

In a January 21 memo to the heads of executive departments 
and agencies, President Obama outlined his administrationõs 
three principles for transparency and accountability in the 
federal government. These principles will serve as the 
foundation upon which federal agencies will develop a 
plan of action with the goal of not only making the federal 
government more accountable, but also engaging citizens in 
a meaningful way by using communication mechanisms that 
allow instant access and opportunities for feedback about the 
issues that matter most to the citizens.

Below are the principles President Obama outlined in his 
memo:

Government should be transparent

Transparency promotes accountability and provides 
information for citizens about what their government is 
doing. Information maintained by the federal government is a 
national asset. My administration will take appropriate action, 
consistent with law and policy, to disclose information rapidly 
in forms that the public can readily þnd and use. Executive 
departments and agencies should harness new technologies 
to put information about their operations and decisions online 
and readily available to the public. Executive departments 
and agencies should also solicit public feedback to identify 
information of greatest use to the public.

Government should be participatory

Public engagement enhances the governmentõs effectiveness 
and improves the quality of its decisions. Knowledge is 
widely dispersed in society, and public ofþcials beneþt 
from having access to that dispersed knowledge. Executive 
departments and agencies should offer Americans increased 
opportunities to participate in policymaking and to provide 
their government with the beneþts of their collective expertise 
and information. Executive departments and agencies should 
also solicit public input on how we can increase and improve 
opportunities for public participation in government.

Government should be collaborative

Collaboration actively engages Americans in the work of 
their government. Executive departments and agencies should 
use innovative tools, methods, and systems to cooperate 
among themselves, across all levels of government, and 
with nonproþt organizations, businesses and individuals 
in the private sector. Executive departments and agencies 
should solicit public feedback to assess and improve their 
level of collaboration and to identify new opportunities for 
cooperation.

The memorandum, in its entirety, can be found at www.
whitehouse.gov

Many state and local governments are already making great 
strides toward the very principles that President Obama 
outlines in his memorandum. For those that are, the focus 
on these principles at the federal level should serve as a 
reminder of their importance, even during difþcult economic 
times. Citizens, now more than ever, are demanding proof 
that the tax dollars they invest in their city, state and federal 
government will produce the right results.

How is your government incorporating the principles of 
transparency, participation and collaboration into its decision-
making processes and daily operations?

Does anyone remember where this picture was taken? 
(Hint: it is in the Capital District and it was circa 1980.)

This Way; That Way
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Auditors and Airport Screeners Have Similar Blind Spots
But Terrorists DonӚt Pay the Screeners
by Gary D. Zeune

Even though the items and information are right in front of them, 
airport screeners miss banned items, according to a December 
30, 2005, article in The Wall Street Journal. Auditors miss 
fraud for the same reasons screeners miss weapons. To test 
terrorism readiness, British authorities digitally inserted images 
of guns, knives and other banned objects into luggage. Initially 
the screenersõ performance was mediocre. But with practice it 
improved dramatically.

Then the images were changed, and the screenersõ performance 
dropped to no better than when the program started. There are 
several reasons why.

We òseeó what we expect to see. We donõt see the bottle of beer 
on the shelf in our fridge because weõre hunting for a can of 
beer. For accountants, this means that if they havenõt received 
signiþcant training in what the òred ÿagsóof fraud look like, they 
arenõt likely to detect fraudulent þnancial statements.

òMost auditors look for what they expect to see. After looking 
at the numbers, they look for support for those numbers, or look 
for what they are told is there. A good auditor, with an instinct, 
just looks for the facts. He listens to what he is told, but looks 
under the rock to þnd what is there,ó says Ralph Dickson, a 
certiþed þnancial examiner in Columbus, Ohio.

òDistractionsó or ònoiseó render some things invisible. The more 
items in the luggage, the more likely the screeners failed to detect 
the weapon. The ability to pick out a single item declines when 
itõs part of a complex scene, loaded with similar items.

Likewise, auditors look at hundreds or even thousands of 
transactions, journal entries, and events. So þnding a few 
fraudulent items is difþcult at best.

Cognitive scientist J. David Smith at State University of New 
York, Buffalo, used origami-like items to test recognition. The 
88 participants eventually spotted up to 76 percent of the targets. 
Then Smith slightly changed the target and performance fell 
off a cliff.

Just as screeners have trouble applying their knowledge to 
new situations, might auditors fail to recognize fraud or a 
misstatement because they havenõt previously seen it, or been 
trained to look for it?

Auditors are creatures of habit. They do the same thing over and 
over. A good set of audit work papers looks just like the prior 
yearõs papers. Knowing this, the client realizes if the fraudulent 
information can be made to look like what the auditor is used 

to seeing, the auditor will likely accept the information as true. 
So the client makes everything look ònormal.ó

òAuditors are taught to identify things that look unusual ð ratios, 
account relationships, trends, variations,ó says Patrick Turner, 
former Arthur Andersen partner and now senior lecturer in 
accounting at Ohio State University. òSophisticated þnancial 
statement fraudsters also know what things would draw the 
attention of the auditor, and hence conceal their frauds by 
manipulating data in a way that such relationships donõt pop 
up. They can reconþgure the data to conform to an auditorõs 
expectation. It takes extensive training and a thorough 
understanding of the business to create an appropriate framework 
for expectations, and to always remain skeptical even when 
things do conform with your expectations.ó

David Dennis, Otterbein College, Westerville, Ohio, says: òFor 
years I have been telling accounting students, and anyone else 
that will listen, that the most difþcult error or fraud-related 
characteristic is an error, intentional or otherwise, of omission. 
Even for people who are well trained and fairly experienced, 
this can be a tough one.ó

In other words, auditors are really good at auditing whatõs 
there, but terrible at recognizing whatõs not there but should 
be. They donõt recognize something is missing. The oversight 
is compounded because most auditors let clients prepare audit 
work papers.

How can you tell? The schedules are marked, òPBCó (Prepared 
By Client), usually in the upper right corner of the þrst page 
of the schedule.

Youõre Fired

Auditors have a strong disincentive to þnd fraud. Why? Because 
the client will likely þre the accountant.  òThe types of frauds 
I see are management frauds, and I donõt believe that auditors 
fail to see the frauds. I think, more often than not, they donõt 
want to lose the client,ó says Colorado attorney Gordon Yale. 
òOften the issues are clearly documented in work papers, but 
the auditor comes to the wrong conclusion, chooses the wrong 
accounting, or simply issues the improper report.ó

Historically, audits have been viewed as a loss leader to get 
more lucrative work such as consulting. So the auditors are 
under tremendous pressure to come in under budget and keep 
the client happy. As a result, some auditors engage in òfalse 
sign-off.ó False sign-off occurs when auditors donõt do the work, 
but sign off that they did it.
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Finally, as a result of the corporate scandals, Congress enacted 
Sarbanes-Oxley, and the American Institute of CPAs adopted 
òStatement on Auditing Standards Number 99.ó

SAS 99 says that the auditor òhas a responsibility to plan and 
perform the audit to obtain reasonable assurance about whether 
the þnancial statements are free of material misstatement, 
whether caused by error or fraud.ó

Thus, auditors have a positive afþrmative duty to detect fraud. 
Given that auditors have a strong reason not to detect fraud, the 
question is whether auditors will detect methods of cooking the 
books if they havenõt been trained on those methods. Of course, 
there are many ways to cook the books, but is there any amount 
of training that will allow auditors to fulþll their obligation 
under SAS 99?

In the þnal analysis the question is, how do auditors train their 
brains to generalize their detection skills to recognize fraud 
indicators that they havenõt been trained on? So far, Iõm not 
aware of anyone who has þgured out how to do that.

Solutions Are Painful

There are several things that auditors can do to minimize the 
problem. First, thereõs more to hiring and retaining accounting 
staff than just debits and credits. Just as some people are better 
at math or music or art, some people are better at seeing patterns 
than others, including fraud patterns. So accounting þrms could 
screen employees for their detection ability. 

Accounting þrms now do a signiþcant amount of training on 
ethics, which is a good thing. But few þrms have any processes 
to hire ethical employees. Accountants arenõt ethical just because 
theyõre accountants. And no amount of ethics training will 
overcome an unethical employee.

Itõs nearly impossible to be truly independent if you have a 
vested interest in the outcome. So all the rules and regulations 
and lawsuits will not solve the fundamental systemic problem, 
which is auditors getting paid by the client.

There are a number of possible solutions. One is to form a 
òFederal Department of Auditing.ó Another would be to have 
þnancial statement insurance, and have auditors work for the 
insurer. Another is for banks to þnance audits of their loan 
clients.

With Sarbanes-Oxley and SAS 99 legislatures, regulators 
and the public may think they have solved the problem, but 
corporate scandals are cyclical based on whatõs happening in 
the economy. Every time thereõs a booming economy those in 
oversight positions, like auditors, let their guard down. It will 
happen again. Guaranteed.

Gary D. Zeune, CPA, is a nationally recognized speaker and 
writer on fraud. He is the founder of The Pros & The Cons 
the only speakers bureau in the United States for white-collar 
criminals. He teaches fraud classes for the FBI, bar and health 
care associations, more than 30 state and national CPA societies, 
and numerous banks and accounting þrms.

Source: Executive Counsel

Join us in the òBig Easyó June 21ð
24, 2009, for AGAõs 58th Annual 
Professional Development Conference 
& Exposition (PDC)ñthe premier 
education and networking event of 
the year.

The PDC is the authoritative source 
for the knowledge and contacts you 
need to succeed in todayõs constantly 
changing environment. Hear from top-
notch speakers, make new contacts, 
learn about the latest research, discover 
innovative management techniques and 
see the technological tools that can aid 
efþciency and improve effectiveness.

AGA has been a leader in providing the 
best training for more than 58 years, 
and this is the place where it all comes 
together. Offering 24 CPE hours, timely 
topics and an impressive line-up of 
speakers, PDC 2009 promises to be one 
of the Associationõs best.

From the practical to the theoretical, 
sessions will help attendees hone their 
skills to bring greater efþciency and 
effectiveness to government operations. 
Exhibitors are also available to 
demonstrate the newest products, tools 
and techniques to help your agency 
achieve its mission.

In addition to an excellent technical 
education program, the PDC is packed 
with opportunities to network with 
colleagues from around the country 
and make new friends. While youõre 
here, please be sure to experience all the 
music, culture, history and þne dining 
New Orleans has to offer.

Laissez Les Bon Temps Roulezñ
register today!

Need suggestions of where to go in 
Nawlins? Contact our own Ray Harris, 
CGFM, at rharris@agacgfm.org for 
travel tips.


